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Abstract

Public blockchain validators have tradition-
ally been limited to passive consensus partic-
ipation—validating transactions and producing
blocks in exchange for protocol-issued rewards.
In contrast, permissioned systems allow valida-
tors to provide direct services to users, but sacri-
fice trustlessness and decentralization. This pa-
per presents DracoBFT, which bridges this di-
vide through auxiliary verification loops that en-
able public blockchain validators to function as
active service providers while maintaining cryp-
tographic trustlessness.

DracoBFT introduces a validator-as-service-
provider architecture where validators offer ver-
ified access to external services—payment pro-
cessors requiring sub-300ms authorization re-
sponses, credit bureau APIs, fiat conversion ser-
vices, cross-chain bridges—with trustless verifi-
cation through zkTLS proofs (for off-chain data)
and zero-knowledge execution proofs (for on-
chain state). This fundamentally reimagines val-
idator roles in public chains: validators compete
on service quality, earn fees directly from users,
and are routed based on performance metrics,
creating active incentives for user experience im-
provement previously impossible in trustless set-
tings.

The protocol implements Fast-HotStuff’s two-
chain finality with three key innovations: (1)
auxiliary verification loops enabling trustless ex-
ternal service provision, (2) chained change-log
hash commitments providing O(m) state com-
mitment complexity where m < n for sparse
financial workloads, and (3) weighted stake-
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based leader selection ensuring fairness. We pro-
vide formal verification with 244 comprehensive
tests across 9 categories under the partially syn-
chronous model with n = 3f + 1 validators. The
architecture is designed for deployment in Hot-
stuff L1, a high-performance financial infrastruc-
ture platform where validators serve as compet-
itive gateways to real-world financial services.

1 Introduction

1.1 Motivation
1.1.1 The Validator Limitation Problem

Public blockchain validators face a fundamen-
tal constraint: they can only validate what oc-
curs on-chain. When applications require ex-
ternal data (asset prices, identity verification,
credit scores) or integration with off-chain ser-
vices (payment processors, banking APIs, fiat
rails), public chains traditionally rely on trusted
intermediaries—oracle networks, bridge opera-
tors, multisig committees—that reintroduce cen-
tralization and trust assumptions the blockchain
was designed to eliminate.

A critical manifestation of this limitation is the
user onboarding challenge for DeFi platforms.
While USD-denominated stablecoins have be-
come standard on-chain, converting local fiat
currencies to crypto and reverse remains the
highest friction touchpoint in both technical
and user experience dimensions. This friction
prompts users to gravitate toward centralized ex-
changes for onboarding, defeating the purpose of
decentralized finance. Peer-to-peer solutions and
decentralized marketplaces have emerged but fail



at scale, remaining rife with fraud and scams.
Purely technical solutions for trustless P2P fiat-
to-crypto exchange remain unsolved: traditional
finance provides chargeback protection for dis-
puted transactions, but blockchain transactions
are irreversible, creating asymmetric risk that
scammers exploit. Without trusted intermedi-
aries to arbitrate disputes or verify service de-
livery, P2P crypto-fiat exchange cannot achieve
the reliability and safety users expect.

Permissioned blockchain systems solve this by
allowing validators to directly provide services
to users. In permissioned settings, validators are
known entities that can operate payment gate-
ways, access banking APIs, and provide finan-
cial services. However, this approach sacrifices
the key advantages of public blockchains: trust-
lessness, censorship resistance, and permission-
less participation.

This creates a stark tradeoff: public chains are
trustless but limited to on-chain data, while per-
missioned chains can access external services but
require trusting specific validators. No existing
architecture enables validators in public, trust-
less settings to provide verified access to external
services without reintroducing trusted interme-
diaries.

1.1.2 The Case for Reimagining Valida-
tor Roles

Byzantine Fault Tolerant (BFT) consensus pro-
tocols have undergone significant evolution since
PBFT [2], culminating in the HotStuff family [1]
with linear communication complexity and Fast-
HotStuff’s 2-chain finality rule. Yet validator
functionality has remained fundamentally un-
changed: validators passively process transac-
tions, earn protocol-issued rewards, and have no
direct relationship with end-users.

This passive model creates several ineflicien-
cies for financial infrastructure:

(i) Latency Requirements: Financial ex-
changes require 100-500ms finality for or-
der matching and settlement. Payment au-
thorization workflows require webhook re-

sponses within 300ms [25] to approve card

transactions. These tight latency bounds
demand efficient consensus and external

data verification.

External Service Access: Financial ap-
plications require verified access to services
outside the blockchain: payment processors
for fiat conversion, credit bureaus for risk
assessment, banking APIs for account veri-
fication, foreign exchange platforms for cur-
rency conversion. Traditional solutions rely
on trusted oracles or centralized bridges.
(iii) Validator Economic Sustainability:
Pure block reward models create passive val-
idator income with no incentive for service
quality or user onboarding. As networks
mature and issuance decreases, validators
need sustainable revenue beyond protocol
inflation.

(iv) Service Quality Differentiation: In tra-
ditional models, all validators earn identi-
cal rewards regardless of service quality, up-
time, or user experience. There is no mech-
anism to reward high-performing validators
or penalize poor performers without gover-

nance intervention.

State Commitment Efficiency: Com-
puting Merkle Patricia Tries after each
block incurs O(nlogn) costs for large state,
dominating consensus latency for financial
workloads with sparse state updates.

1.1.3 DracoBFT’s Approach

DracoBFT addresses these challenges by fun-
damentally reimagining validator roles in pub-
lic blockchains. Through auxiliary verification
loops with cryptographic proof verification, Dra-
coBFT enables validators to provide direct ser-
vices (payment authorization, credit assessment,
banking integration, cross-chain bridges) while
maintaining trustlessness. Validators compete
on service quality, earn fees directly from users,
and are routed based on performance—dynamics
previously possible only in permissioned sys-
tems, now achieved in a public, trustless archi-
tecture.



The protocol combines Fast-HotStuff consen-
sus, chained state commitments with O(m) com-
plexity, weighted leader selection, and the aux-
iliary verification architecture that enables this
paradigm shift. The implementation is designed
for deployment in Hotstuff L1, a financial infras-
tructure platform where validators function as
competitive service gateways while maintaining
Byzantine fault tolerance.

1.2 Validators as Service Providers

Traditional blockchain consensus protocols rely
on validators solely for achieving agreement
on transaction ordering through redundant ex-
ecution across multiple nodes.  When suf-
ficiently decentralized, these systems provide
strong guarantees against censorship and tam-
pering through Byzantine fault tolerance. How-
ever, this redundancy-based approach faces in-
herent tradeoffs: consensus overhead limits la-
tency and throughput, network synchronization
constrains performance, and transparency re-
quirements (all validators must verify) preclude
data privacy.

DracoBFT extends beyond this traditional
model by architecting validators as service
providers rather than pure consensus partici-
pants. Through auxiliary verification loops, val-
idators can offer verified access to external ser-
vices—payment processors, banking APIs, trad-
ing venues, identity providers—without compro-
mising the security guarantees of decentralized
consensus. The key insight is separating ser-
vice provision (which may be permissioned and
private) from service verification (which remains
trustless and cryptographic).

This architectural separation enables a new
operational model:

e Consensus Layer: Maintains decentral-
ized agreement on global state through tra-
ditional BFT mechanisms (redundant ex-
ecution, quorum voting, Byzantine toler-
ance).

e Service Layer: Individual validators pro-
vide permissioned access to external ser-
vices, verified through cryptographic proofs

(zkTLS for off-chain data, ZK execution
proofs for on-chain state) rather than redun-
dant execution.

e Routing Layer: Matches users to appro-
priate validators based on service availabil-
ity, geographic coverage, performance his-
tory, and quality-of-service metrics.

This approach preserves the security guaran-
tees of decentralized consensus (no validator can
unilaterally manipulate state or censor transac-
tions) while enabling validators to competitively
provide auxiliary services verified through cryp-
tographic proofs. The consensus protocol main-
tains global state consistency and finality, while
auxiliary loops verify external service delivery
without requiring all validators to redundantly
execute the same external calls.

For financial infrastructure, this model enables
validators to function as last-mile gateways pro-
viding verified access to fiat on/off-ramps, pay-
ment rails, foreign exchange services, and bank-
ing integrations—expanding validator utility be-
yond block production while maintaining trust-
less verification through zero-knowledge proofs.

1.3 Contributions

This paper makes the following contributions:

1. Trustless Auxiliary Verification Ar-
chitecture: We present a modular archi-
tecture for trustless verification of exter-
nal state through zkTLS proofs (for off-
chain API data) and zero-knowledge execu-
tion proofs (for on-chain state from other
blockchains). This enables trustless bridges,
verifiable oracle feeds, and cross-chain oper-
ations without relying on trusted intermedi-
aries, processed via auxiliary loops that op-
erate in parallel with consensus while main-
taining atomic state transitions on finaliza-
tion.

2. Chained Change-Log Hash Commit-
ments: We introduce a lightweight state
commitment mechanism with O(m) com-
plexity that replaces O(nlogn) global state



root computation, where m is the number
of unique keys modified per block (typically
m < n for state size n). Block-level aggre-
gation ensures keys modified multiple times
within a block are hashed only once, dra-
matically reducing I/O for high-frequency
workloads. The chained CLH links finalized
state across blocks, enabling early fork de-
tection and historical state verification.

3. Two-Chain Fast-HotStuff Implemen-
tation: We present DracoBFT, imple-
menting the Fast-HotStuff two-chain final-
ity rule with vote rule block.view
block.qc.view + 1, achieving finalization
when a block has a certified direct child.

4. Weighted Stake-Based Leader Selec-
tion: We implement deterministic weighted
random leader selection with epoch-based
schedule computation, ensuring fairness
proportional to validator stake.

5. Formal Verification: We provide a com-
plete formal specification with 244 compre-
hensive tests across 9 categories verifying
safety and liveness properties.

6. Implementation: We implement sub-
second finality with deterministic execution,
where application execution rather than
consensus overhead dominates end-to-end
latency.

1.4 Paper Organization

The remainder of this paper is organized as fol-
Section [2| provides background on BFT
consensus and the HotStuff protocol family. Sec-
tion [3| presents the DracoBFT protocol design.
Section [4] discusses key innovations including
CLH, global event management, and weighted
leader selection. Section [5| provides formal safety
and liveness analysis. Section [6] presents perfor-
mance evaluation. Section [7]describes the imple-
mentation architecture. Section [§ covers formal
verification. Section [9] analyzes security. Sec-
tion [10] discusses related work. Section [I1] out-
lines future work, and Section [12] concludes.

lows.

2 Background and Preliminar-
ies

2.1 System Model

We consider a distributed system with n = 3f+1
nodes, where f represents the maximum num-
ber of Byzantine faulty nodes. The system op-
erates under the partially synchronous network
model [8], where:

e Partial Synchrony: After some unknown
Global Stabilization Time (GST), message
delivery is bounded by a known constant A.

e Authenticated Channels: All messages
are authenticated using digital signatures.

e Cryptographic Assumptions: We as-
sume a computationally bounded adversary
and the existence of collision-resistant hash
functions and unforgeable digital signatures.

2.2 Byzantine Fault Tolerance
A BFT consensus protocol must satisfy two fun-

damental properties:

Safety All honest nodes agree on the same se-
quence of committed values (consistency):

e No two honest nodes commit different values
for the same sequence number.

e Once a value is committed, it cannot be re-
verted.

Liveness The system continues to make
progress (availability):

e Clients eventually receive responses to their
requests.

e New values continue to be committed under
partial synchrony.



2.3 The HotStuff Protocol

HotStuff introduced several key innovations [1]:

(1) Three-Phase Commit: Prepare, Pre-

commit, and Commit phases.

(2) Linear View-Change: O(n) message

complexity for view changes.

(3) Optimistic Responsiveness: Commits at
network speed when the leader is honest.

(4) Chained Structure: Phases are pipelined
across consecutive views.

The standard HotStuff commit rule requires
three matching phases:

prepare(B) — pre-commit(B)
— commit(B) — decide(B).

2.4 Quorum Certificates

A Quorum Certificate (QC) is a cryptographic
proof of agreement from a Byzantine quorum of
2f 4+ 1 nodes:

QC = <Ua h(B)v {Ui}i€Q>>

where v is the view, h(B) is the block hash, o;
is the signature from node ¢, and @ is a quorum
of nodes with combined stake exceeding 2/3 of
total stake.

3 DracoBFT Protocol Design

3.1 Protocol Overview

DracoBFT operates as a leader-based, view-
driven protocol with the following key state:

e view: current view number (monotonically
increasing),

highQC'" highest known quorum certificate,

lastVote: last view in which the node voted,

ActivePacemaker:
and timeouts,

Keeps track of votes

forest: collection of pending blocks.

3.2 Two-Chain Finality Mechanism

DracoBFT implements the Fast-HotStuff two-
chain finality rule, where a block is finalized
when it has a certified direct child block.

Algorithm 1 Leader Proposal in View v
1: procedure PROPOSE(v)
2: highQC' < highest known QC

3: parent —
GETBLOCK(highQC.blockHash)

4: trns < transaction batch from mempool

5: B, < new block with B,.parent =
highQC.block Hash,

6: By.qc = highQC, Bywview = w,

B,.txns = txns
7 broadcast (PROPOSE, B,)

Algorithm 2 Fast-HotStuff Vote Rule

1: procedure VOTERULE(proposal)

2 if proposal has AggregateQC then

3: return parent block exists

4 else

5 return
currentView)

6: and (proposal.block.view
proposal.block.qc.view + 1)

(proposal.block.view >

This vote rule enforces the Fast-HotStuff
safety property: validators only vote for blocks
that directly extend (consecutive views) a certi-
fied block.

A block B at view v is finalized when a child
block B’ at view v + 1 contains a QC for B:

Algorithm 3 Two-Chain Finalization Check

1: procedure CHECKFINALIZATION (block)

2: parent <
GETBLOCK (block.qe.block Hash)

3: if parent.view + 1 == block.view then

4: finalize parent and all ancestors to

last finalized

This achieves 2-view finality: a block at view
v is finalized once a block at view v+1 is certified.
This requires two message rounds—one round to
form QC for block B, and one round to propose
child block B’ containing that QC.



Happy Path: Under normal conditions with
an honest leader and network synchrony, blocks
are proposed in consecutive views (v, v+ 1, v +
2, ...). Each block is finalized exactly 2 views
after proposal: block at view v finalizes when
the block at view v + 2 is proposed (containing
QC for block at v + 1, which contains QC for
block at v).

The Active Pacemaker (Section guaran-
tees this property by ensuring that a superma-
jority of nodes remains within one view of each
other at all times, preventing view divergence
that could delay finality.

3.3 Pipelining Strategy

DracoBFT employs pipelining to maintain net-
work saturation: while votes are being collected
for block B,, the leader for view v+1 can already
propose B, 1, maintaining a pipeline depth of 2—
3 blocks.

3.4 Active Pacemaker

The Active Pacemaker introduces an active re-
covery mechanism for views without successful
proposals. When a node times out, it broad-
casts a timeout message containing its current
view and last observed successful proposal. In-
dividual nodes only leave a failed view after ob-
serving timeout messages from a supermajority
(2f + 1) of nodes.

This explicit timeout step ensures nodes skip
failed views based on collective agreement rather
than isolated local timeouts, guaranteeing that
a supermajority remains within one view of each
other at all times. This eliminates view diver-
gence and enables 2-view finality.

3.5 View-Change Protocol

The view-change protocol maintains linear
complexity O(n) under the happy path and
quadratic complexity O(n?) under network de-
lays or Byzantine behavior:

Algorithm 4 View Change from v to v 4+ 1

1: procedure ADVANCEVIEW (data)

2 v < 0, timeout < false

3: if data.highTC # 1 then

4: v <« max(v,data.highTC.view),
timeout < true

5: if data.aggQC # 1 then

6: v+  max(v,data.aggQC.view),
timeout < true

7: if data.highQC # 1 then

8 v <« max(v,data.highQCview),
timeout < false

9: view — v + 1

10: send (NEWVIEW,v + 1,data) to

leader(v + 1)

3.6 Leader Selection

DracoBFT uses weighted stake-based leader se-
lection with deterministic schedule computation.
The validator set can be updated dynamically
through special transactions, enabling member-
ship changes without protocol downtime.

4 Key Innovations

Section [3] describes the core protocol. We now
highlight the key design innovations that differ-
entiate DracoBFT from prior HotStuff-style pro-
tocols.

4.1 Auxiliary Verification Loops and
Validator-as-Service-Provider

DracoBFT introduces Side-Loops—main-driven
auxiliary consensus mechanisms that perform
private or expensive computation off the main
critical path while producing on-chain effects an-
chored to finalized main views via compact at-
testations.

This design reduces the trust problem of off-
chain computation to two concrete components:
(1) the main-chain finality guarantee, and (2) the
cryptographic/economic threshold securing the
side-loop. Unlike generic off-chain committees
that can submit arbitrary transactions referenc-
ing stale or ambiguous main states, Side-Loops



eliminate such ambiguity—every accepted Side-
Loop settlement is unambiguously tied to a fi-
nalized main view and a threshold attestation.

Consequently, the main engine neither blocks
for off-chain work nor must it perform expensive
re-execution to validate side-loop outcomes, en-
abling auxiliary operations to proceed in parallel
with consensus while maintaining atomic state
transitions on finalization.

4.1.1 System Model

DracoBFT operates as a Layer 1 blockchain
where most transactions originate from end-user
signed messages. However, a significant class of
operations requires trustless verification of ex-
ternal state or actions that cannot be directly
signed by users. The auxiliary verification loops
provide a mechanism to verify and incorporate
these operations.

4.1.2 Side Loop Architecture: Au-
tonomous Computational Domains

These side loops represent specialized computa-
tional domains that extend the system’s capabil-
ities without compromising the main consensus
path.

Non-blocking Specialization Certain work-
loads fundamentally require isolation from
the main consensus critical path. Private
RFQ (Request-For-Quote) matching, multi-
party computation protocols, heavy
knowledge proof generation, and external API
orchestration involve computational complexity,
latency characteristics, or privacy requirements
incompatible with low-latency consensus final-
ization. Side loops execute these tasks asyn-
chronously off the main event loop, preventing
any blocking or interference with consensus pro-
gression.

The architectural separation ensures that
main loop consensus maintains consistent sub-
second finality regardless of auxiliary workload
characteristics. A side loop performing heavy ZK
proof generation (seconds to minutes) or await-
ing external API responses (variable latency) op-

Zero-

erates independently, submitting verified results
to the main loop only upon completion. This
isolation prevents resource contention and main-
tains predictable main loop performance.

Deterministic Anchoring Side loops syn-
chronize with the main consensus loop through
finalized view anchoring. The main loop
(Fast-HotStuff with Jolteon pacemaker) provides
strong finality guarantees: finalized views are im-
mutable and will never reorg. Side loops observe
finalized main views as logical clock ticks, using
these anchors to:

e Establish causal ordering for side loop oper-
ations relative to main chain state

e Publish commitment hashes or settlement
proofs at deterministic main loop views

e Reference specific finalized state snapshots
for settlement or verification

e Coordinate multi-party computation rounds
to main chain progression

Because the main loop guarantees finality
without reorganization, anchoring is both sim-
pler (no fork handling in side loops) and
stronger (anchored commitments are immutably
ordered). Side loops leverage this finality prop-
erty to provide deterministic settlement without
maintaining complex fork-choice rules or reorga-
nization logic.

Privacy &  Confidentiality = Domain
Privacy-sensitive operations require isolated
computational domains where plaintext or
decrypted data is accessible only to authorized
participants. Dark pool matching, RFQ nego-
tiation, and multi-party computation protocols
involve confidential information that must not
be exposed on the public main consensus loop.
Side loops serve as privacy domains where:

e Plaintext order details are visible only to
side loop participants (e.g., matching engine
validators)



e MPC protocols share secret-split data ex-
clusively among computation participants

e TEE (Trusted Execution Environment) at-
testations prove correct execution without
revealing inputs

e The main loop observes only cryptographic
commitments (order hashes, sealed bids,
MPC output commitments)

Settlement occurs by publishing authenticated
settlement objects to the main loop: matched
order pairs, MPC computation results, or proof-
of-execution certificates. The main loop veri-
fies authentication (signatures, threshold signa-
tures, zk TLS proofs) without accessing confiden-
tial data, maintaining privacy separation while
ensuring trustless settlement.

Operational Specialization Different appli-
cation domains require distinct operational pa-
rameters, security models, and economic struc-
tures. Side loops enable this specialization by
supporting:

e Distinct Validator Sets: Side loops can
operate with subsets of main validators or
specialized participants. A private match-
ing engine might involve only validators
staked for matching services, while MPC
computation might require TEE-capable
hardware.

e Alternative Stake Economics: Side loop
participation can require specialized stak-
ing (e.g., separate matching engine stake)
with distinct slashing conditions tailored to
application-specific misbehavior (e.g., front-
running penalties in matching, equivocation

in MPC).

e Consensus Flavor Flexibility: Side
loops can employ consensus mechanisms tai-
lored to their requirements: leader-based
consensus for low-latency matching, leader-
less protocols for censorship resistance, or
threshold-signature-only schemes for simple
commitment publication. This flexibility
enables optimization for specific workload

characteristics without constraining main
loop design.

The combination of these properties enables
DracoBFT to support complex financial work-
flows—private order matching, multi-venue lig-
uidity provision, cross-chain settlement with
ZK bridges, and real-time payment authoriza-
tion—without compromising the main consensus
loop’s performance, finality guarantees, or secu-
rity properties. Side loops extend system capa-
bilities modularly while maintaining tight cryp-
tographic coupling to the finalized main chain
state.

4.1.3 Trustless Verification Architecture

The system supports two classes of trustless ver-
ification:

Offchain Action Proofs For public or pri-
vate API calls to external services, DracoBFT
leverages zero-knowledge Transport Layer Secu-
rity (zkTLS) proofs [21, 34, 35, B6][] These
proofs provide cryptographic verification of
HTTPS responses without requiring the exter-
nal service to be aware of the blockchain.

The zkTLS approach works by having a
prover intercept a TLS session, generate a zero-
knowledge proof of the encrypted traffic and
server’s signature, and provide this proof to val-
idators. Validators can verify that:

e The response came from the claimed server
(verified via TLS certificate chain)

12kTLS encompasses three implementation ap-
proaches [34, [36]: (1) TEE-based (using trusted
execution environments for tamper-proof TLS sessions),
(2) MPC-based (using multi-party computation to
distribute the TLS shared key across multiple nodes,
e.g., TLSNotary’s 2PC approach), and (3) Proxy-based
(using HTTPS proxies with zero-knowledge proofs of
decryption, formalized in [36] and implemented by
Reclaim Protocol). All approaches provide cryptographic
integrity for TLS responses without requiring the external
service’s cooperation. DracoBFT’s auxiliary verification
architecture is compatible with all three approaches,
with implementation choice driven by security-efficiency
tradeoffs.



e The response content matches
claims (verified via ZK proof)

specific

e The data was not tampered with (verified
via server signature)

This enables trustless integration of tradi-
tional APIs including asset price feeds from ex-
changes, identity verification services, real-world
event data, and any HTTPS endpoint. The key
advantage is preserving privacy (API provider is
unaware of blockchain usage) while eliminating
trust assumptions beyond standard TLS secu-
rity.

Onchain Action Proofs For verification of
state or events on other blockchains (e.g.,
Ethereum, other EVM chains), two complemen-
tary approaches are available:

(1) zkTLS-based RPC proofs: Proof of
blockchain state via RPC calls to node
providers, where the RPC response is veri-
fied using zkTLS. This provides efficient ver-
ification (<100ms proof generation, <10ms
verification) at the cost of trusting the RPC
provider’s view of chain state. Suitable for
applications where RPC provider trust is ac-
ceptable (e.g., using reputable providers like
Infura, Alchemy) or where economic incen-
tives align (e.g., slashing for false data).

Zero-knowledge execution proofs: Suc-
cinct proofs of EVM execution [22] that re-
cursively verify block headers (consensus),
Merkle proofs (state inclusion), and con-
tract execution (EVM computation) with-
out trusting any intermediary. These proofs
provide full trustlessness by re-executing
and proving correctness of the entire veri-
fication chain from block headers through
state transitions. The computational cost
is higher (seconds for proof generation)
but enables trustless bridges eliminating all
third-party dependencies.

For bridge applications, DracoBFT can com-
bine both approaches: zkTLS for monitoring de-
posit events quickly, with ZK execution proofs

generated asynchronously for final settlement,
balancing latency and trustlessness.

4.1.4 Validator-as-Service-Provider
Model

Beyond traditional block validation, the auxil-
iary verification architecture fundamentally ex-
pands validator utility by enabling them to
function as permissioned access points to ex-
ternal services. In this model, validators opt-
in to provide verified access to third-party ser-
vices (payment processors, banking APIs, iden-
tity providers, trading venues) with trustless ver-
ification through zkTLS proofs.

The system implements a routing mechanism
that matches end-users to specific validators
based on:

e Validator stake (economic security collat-
eral)

e Historical performance and uptime metrics

e Geographic proximity and regional service
coverage

e Quality-of-service (latency,

availability)

parameters

e Supported service integrations (specific pay-
ment rails, fiat currencies, banking part-
ners)

This architectural approach transforms valida-
tors from pure consensus participants into com-
petitive service gateways. Validators earn fees
for verified service provision (fiat on/off-ramps,
payment processing, foreign exchange access, re-
gional banking integrations) while the consensus
protocol maintains global state consistency. The
auxiliary loops verify service delivery and API
responses through cryptographic proofs, elim-
inating trust requirements while creating eco-
nomic incentives for high-quality service provi-
sion.

For financial applications, this enables val-
idators to function as last-mile connectivity
providers delivering access to local payment rails,
currency conversion services, banking integra-
tions, credit assessment services, and real-time



payment authorization (meeting sub-300ms la-
tency requirements for card and merchant trans-
actions) based on regional requirements. The
routing layer matches users to validators offering
appropriate services while zkKTLS proofs ensure
service authenticity without requiring trust in
the validator beyond stake-based security guar-
antees.

Regulatory Compliance and Jurisdic-
tional Flexibility Financial service provi-
sion in cryptocurrency faces complex regula-
tory challenges that vary by jurisdiction and
service type. Different regulatory frameworks
govern crypto-fiat conversion: the EU’s Mar-
kets in Crypto-Assets (MiCA) regulation es-
tablishes comprehensive rules for crypto ser-
vice providers, Singapore’s Monetary Author-
ity (MAS) requires licensing for digital payment
token services, and various national regimes
impose know-your-customer (KYC) and anti-
money-laundering (AML) requirements. These
regulations typically apply based on the service
provider’s jurisdiction, the user’s location, and
the specific service offered.

The validator-as-service architecture accom-
modates regulatory diversity through geographic
validator distribution and selective service provi-
sion. Validators opt-in to specific services based
on their regulatory compliance capabilities: a
validator licensed in Singapore can provide fiat
conversion services to regional users, while a
validator in the EU can serve MiCA-compliant
services to European users. The routing layer
matches users to validators offering services ap-
propriate for their jurisdiction, while the consen-
sus protocol maintains global state consistency
regardless of which validators provide auxiliary
services.

This approach provides regulatory flexibility
without fragmenting the chain: the consensus
layer remains unified and trustless (all validators
participate in BFT consensus), while the service
layer adapts to local requirements (validators
selectively provide regulated services they’re li-
censed for). Cryptographic proof verification en-
sures service authenticity without requiring the

entire validator set to be licensed in every ju-
risdiction, enabling compliant financial service
provision within a public, decentralized architec-
ture.

4.1.5 Integration via Auxiliary Loops

Algorithm 5 Auxiliary Verification Loop

1: Phase 1 - Proof Collection:
Collect external action proofs (zkTLS or ZK
execution)

N

Phase 2 - Verification:
Verify proofs using appropriate verifier
Generate verification certificate

Phase 3 - Consensus Integration:
Package verified action as transaction
Submit to consensus mempool

11:
12:
13:

Phase 4 - Finalization:
On block finalization, apply state transition
atomically
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4.1.6 Use Cases and Applications

This architecture enables several key applica-
tions:

e Trustless Bridges: Verify deposit events
on external blockchains without trusted re-
layers or multisig committees. ZK execution
proofs provide cryptographic verification of
deposit transactions, enabling secure cross-
chain asset transfers.

Verifiable Oracle Feeds: Obtain price
data, identity verification, or real-world
events from traditional APIs with zkTLS
proofs.  Validators verify cryptographic
proofs rather than trusting oracle providers.

Financial Service Access: Validators
provide permissioned access to payment
processors, banking APIs, foreign exchange
platforms, and card issuance services. zk-
TLS proofs verify service delivery including



fiat payment completion, payment autho-
rization responses within required latency
windows (<300ms for card transactions),
account balance verification, and credit
score retrieval from credit bureaus—all
without exposing sensitive credentials or re-
quiring trust in the validator.

e Cross-Chain State Queries: Access
state from external blockchains (token bal-
ances, contract storage, historical events)
with cryptographic verification, enabling
DeFi applications that span multiple chains.

e Authenticated API Integration: Inte-
grate any HTTPS API (payment processors,
identity providers, data sources) with trust-
less verification, expanding blockchain util-
ity beyond on-chain data.

The auxiliary loops operate asynchronously,
batching multiple verified actions into single
transactions to amortize verification costs across
consensus rounds. Key architectural benefits
include: (1) extensibility to new proof sys-
tems without consensus modifications, (2) par-
allel verification while consensus proceeds, (3)
atomic state transitions maintaining consistency,
(4) trustless verification eliminating dependen-
cies on intermediaries, and (5) economic incen-
tive alignment where validators earn fees for ver-
ified service provision while maintaining security
through cryptographic proofs.

4.1.7 Planned Deployment: Compliant
Onboarding and Multi-Venue Lig-
uidity

Hotstuff L1, the planned deployment of Dra-

coBFT, will demonstrate two key applications of

the validator-as-service-provider model and aux-
iliary verification loops:

Validator-Gateway Onboarding Dra-
coBFT validators integrate with compliant fiat
on/off-ramp providers (Bridge.xyz, Avenia.io,
Brale.xyz) to enable native user onboarding
with full regulatory compliance [31}, 32]. Bridge
and similar platforms provide KYB (Know Your
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Business) verification for validators and KYC
(Know Your Customer) infrastructure for end
users, eliminating the need for validators to
obtain separate money service business licenses.

The onboarding flow proceeds as follows: (1)
users select a validator as their financial ac-
cess point based on geographic preference (e.g.,
Avenia for LATAM users), (2) users complete
KYC directly with the provider via the valida-
tor’s integration, (3) validators generate zkTLS
proofs [33] of user verification status and account
details, and (4) auxiliary verification loops vali-
date these proofs via consensus quorum, updat-
ing the state machine with verified user-validator
linkages. Validators stake protocol tokens pro-
portional to onboarded users, with slashing con-
ditions for misbehavior (downtime, fraud, pri-
vacy leakage, non-compliance).

This architecture distributes compliance
across validators while maintaining protocol-
level neutrality, similar to Stripe Connect’s
model where the platform provider handles reg-
ulatory requirements for integrated businesses.

Multi-Venue Market Making Hotstuff L1
operates an automated market-making vault
(HLV) providing liquidity across multiple venues
by leveraging DKG-based key generation and
auxiliary verification loops. Validators collec-
tively generate EADSA keys (for centralized ex-
changes) and ECDSA keys (for HyperLiquid) via
distributed key generation, enabling trustless or-
der placement after routing through consensus
for risk management [37, [3§].

Auxiliary loops synchronize fills and positions
from external venues (HyperLiquid, Binance,
Deribit) in real-time, enabling the vault to main-
tain delta-neutral positions through consensus-
validated rebalancing. Unlike single-venue vaults
such as HyperLiquid’s HLP [40], HLV leverages
hedge mode (simultaneous long/short positions)
to improve capital efficiency by 50% through net
delta margining.

For CEX integration, HLV adopts Ethena’s
off-exchange custody model [39], utilizing MPC
clearing solutions (Copper ClearLoop, Ceffu) to
minimize custodial risk. Vault depositors ac-



cept trade-offs including CEX custody risk, auto-
deleveraging risk, and consensus-induced latency
(precluding HFT strategies but enabling pas-
sive market making). Initial deployment targets
HyperLiquid-only integration to minimize trust
assumptions, with phased CEX expansion after
demonstrating operational stability.

4.2 Validator Economics and Incen-
tive Alignment

4.2.1 Evolution of Validator Incentive
Models

Traditional blockchain consensus protocols rely
on native cryptocurrency issuance as the sole
mechanism for validator compensation. In Bit-
coin and Ethereum, validators (miners or stak-
ers) earn block rewards denominated in the na-
tive currency (BTC or ETH), creating passive
income streams independent of user adoption or
service quality. This model successfully boot-
straps network security but provides no direct
incentive for validators to improve user experi-
ence or onboard new users.

Recent protocols have explored alternative
economic models addressing user experience and
fee predictability. Table [1| compares various ap-
proaches to validator compensation and transac-
tion fees.

These approaches improve user experience
through fee subsidization or stable pricing, but
maintain passive validator compensation mod-
els where validators earn from protocol-level is-
suance or aggregate transaction fees, not from
direct service provision to individual users.

4.2.2 Validator-as-Service-Provider Eco-
nomics

DracoBFT’s auxiliary verification architecture
introduces a fundamentally different economic
model: validators earn directly from end-users
for verified service provision. When a valida-
tor provides access to external services (payment
authorization, credit assessment, fiat conversion,
banking integration), the validator earns fees di-
rectly from the user consuming that service, in
addition to standard consensus rewards.
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This direct incentive structure creates several
beneficial dynamics:

Service Quality Competition Validators
are directly incentivized to provide high-quality
service, maintain low latency, and ensure high
availability. Poor service quality results in re-
duced routing (fewer users matched to that val-
idator) and lower fee income. This contrasts
with traditional models where validators earn
the same rewards regardless of service quality,
leading to minimal differentiation.

User Onboarding Incentives Validators
have direct economic incentive to onboard new
users and integrate with additional external ser-
Each new user represents potential fee
income, motivating validators to expand service
coverage, improve regional connectivity, and de-
velop better tooling. Traditional validators have
no direct incentive to grow the user base—their
income depends on network-wide activity, not in-
dividual user acquisition.

vices.

Reputation-Based Routing The platform
routing layer can dynamically adjust user-to-
validator matching based on aggregate user feed-
back, service delivery metrics, and performance
history.  Validators maintaining high service
quality receive increased routing weight, earn-
ing more fees. This creates competitive pressure
for continuous service improvement and penal-
izes poor performers through reduced routing,
without requiring explicit slashing or governance
intervention.

Economic Sustainability The validator-as-
service model provides sustainable economics be-
yond native token issuance. As the network
matures and block rewards potentially decrease
(common in cryptocurrency monetary policy),
validators maintain income streams through ser-
vice fees. This reduces reliance on perpetual in-
flation or high transaction fees for validator com-
pensation, improving long-term economic sus-
tainability.



Protocol Txn Fees Validator  In- Model
come

Ethereum ETH gas Block rewards Passive: market fees
+ gas

Arc [26] USDC gas Block rewards Stable: $0.01/tx
+ fees

Plasma [27] USDT free Protocol sub- Subsidized: paymaster
sidy

Hyperliquid [28] Core free, EVM  Dual-block Hybrid: selective fees

gas model

Hotstuff L1 Standard gas Block + ser- Active: direct user

vice fees services

Table 1: Validator economic models. DracoBFT enables direct service fees.

The auxiliary verification loops enable this
economic model while maintaining security
through cryptographic proof verification. Val-
idators cannot cheat service delivery (zkTLS
proofs are verifiable), cannot manipulate state
unilaterally (consensus requires quorum), and
risk stake if they equivocate or violate protocol
rules. The economic incentives thus align with
protocol security: validators maximize income
by providing honest, high-quality service while
maintaining proper consensus participation.

4.2.3 Validator
rium

Participation Equilib-

We formalize validator incentives through a par-
ticipation game to demonstrate Nash equilib-
rium stability of the validator set.

Game Setup Consider n validators deciding
whether to operate nodes. Each validator ¢
chooses strategy s; € {Participate, Exit}. A val-
idator’s payoff from participation depends on the
total number of active validators and comprises
three components: block rewards, service fees,
and operational costs.
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Payoff Structure A participating validator’s
expected payoff is:

R

mi(n) = o + F(n,g) - O
~~~ service fees  ODerational cost

block rewards

(1)

where R is total block reward allocation per
epoch, n is the number of active validators,
F(n, q;) represents service fees earned by valida-
tor ¢ with service quality ¢;, and C is the fixed
operational cost including infrastructure, band-
width, and compliance overhead.

The service fee function captures two key dy-
namics. First, geographic diversity: as validator
count n increases, additional validators provide
coverage in new regions, but marginal coverage
gains diminish. Second, quality differentiation:
validators with higher service quality ¢; (lower la-
tency, better uptime, more service integrations)
receive higher routing weight and thus more fee
income. We model this as:

4
Z’l’l

j=1%

~g(n) (2)

Z?qj
is validator 7’s share based on relative qual-
ity (routing weight), and g(n) = g - n? with
0 < v < 1 captures sublinear growth in total fees
as validator count increases (diminishing returns

to geographic coverage).

where « is the total service fee pool,



Nash Equilibrium The equilibrium validator
count n* satisfies the zero-profit condition for
marginal validators:

87@
on

mi(n*) =0 and

(n*) <0 (3)

The second condition ensures stability: if ad-
ditional validators enter, expected payoff be-
comes negative, deterring further entry. Solv-
ing for equilibrium with homogeneous quality
(¢; = q for all 7):

1

R a-f . (R+aB\T>
T ¢ = (c) 4
DracoBFT Dynamics DracoBFT’s

validator-as-service-provider =~ model  differs
fundamentally from traditional PoS in two
ways:

First, service fees « increase with user on-
boarding and network adoption, unlike block re-
wards R which are typically fixed or decreasing
over time. As more users join and demand ex-
ternal service integrations (payment processing,
identity verification, cross-chain bridges), total
service fee pool a grows. This creates positive
correlation between network success and valida-
tor profitability, sustaining validator participa-
tion even as block rewards decline.

Second, quality differentiation ¢; matters for
In traditional PoS, all val-
idators earn proportional to stake regardless of
service quality, creating minimal incentive for
infrastructure investment beyond minimum re-
quirements. In DracoBFT, validators with bet-
ter service quality (lower latency API responses,
more geographic integrations, higher uptime) re-
ceive increased routing weight and thus higher
fee income. This creates competitive pressure
for continuous improvement without requiring
protocol-level quality-of-service enforcement.

validator income.

Comparative Analysis Table compares
equilibrium properties across different validator
compensation models.

This equilibrium analysis demonstrates that
DracoBFT’s economic model is not merely

Model Income Equil.

Bitcoin PoW Block re- Low
wards

Ethereum PoS Block + gas  Medium

DracoBFT Service High

Table 2: Validator equilibrium stability. Dra-
coBFT’s service fee model provides stable incen-
tives.

a pragmatic choice but emerges from game-
theoretic principles: rational validators partici-
pate when service fees exceed costs, and qual-
ity competition emerges naturally from routing-
based fee allocation. The model is incentive-
compatible (validators maximize income through
honest service provision) and sustainable (rev-
enue grows with network adoption rather than
depending on perpetual inflation).

4.3 Change-Log Hash (CLH) Com-
mitments

4.3.1 The State Root Performance Prob-
lem

Traditional blockchain systems compute global
state roots after each block to enable light
client verification and state membership proofs.
Ethereum’s Merkle Patricia Trie (MPT) and
similar structures (Sparse Merkle Trees, Verkle
Tries) provide these guarantees but incur severe
performance costs.

The bottleneck is disk I/O, not computation.
Updating a state root in an MPT requires read-
ing and writing O(log;, n) nodes for each modi-
fied key-value pair, where k is the tree arity and n
is the number of leaves. For a binary MPT with
billions of keys, this translates to dozens of ran-
dom disk reads per state update. Recent anal-
ysis [29] shows that state root computation can
cause up to 10x slowdown in block building: for
high-throughput EVM execution, updating the
state root dominates latency, consuming more
time than transaction execution itself.

Key sparsity exacerbates this problem. In
practice, MPTs and similar structures experi-
ence space inflation (hundreds of times larger
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than optimal) due to sparse key distribution,
forcing them to overflow RAM to slow disk
storage. State-of-the-art optimizations include
NOMT (grouping subtree nodes into disk pages)
and MegaETH’s SALT [30] (optimal space uti-
lization by taming sparsity), but these still re-
quire complex data structures and significant
I/0 for high-throughput workloads.

4.3.2 DracoBFT’s Approach

DracoBFT replaces state root computation with
Change-Log Hashes computed during block ex-
ecution. Rather than committing to the entire
state, CLH commits only to state modifications,
eliminating the need for tree traversal and disk
I/O for commitment computation.

Conceptual Position DracoBFT’s CLH ap-
proach is conceptually closer to Bitcoin’s simplic-
ity than to Ethereum’s global state root or Ten-
dermint’s AppHash. Bitcoin commits nothing
about state (only transaction hashes), Ethereum
and Tendermint commit to the entire global state
(expensive), while DracoBFT commits only to
state modifications (lightweight). This design
point trades off some light client capabilities
for substantial performance gains by minimiz-
ing disk I/O—a tradeoff appropriate for high-
frequency financial infrastructure where valida-
tors maintain authoritative state.

Table [3| compares these approaches across key
dimensions.

The spectrum of design choices is: Bitcoin
(no state commitment) — DracoBFT (diff com-
mitment) — Tendermint (app state commit-
ment) — Ethereum (global state root). Dra-
coBF'T achieves Bitcoin-like simplicity and speed
while providing stronger integrity guarantees
than pure transaction ordering, without incur-
ring the disk I/O costs of full state commitments.

When a block B is finalized, the trading engine
processes transactions and records state modifi-
cations. The change-log hash is computed incre-
mentally as a running hash over all state opera-
tions.

Block-Level State Aggregation A criti-
cal optimization: DracoBFT aggregates state
changes at the block level rather than per-
transaction. If a block contains 400 transactions
that collectively modify the same state variable
n times, only the final value is hashed once in the
change log, not all n intermediate values. This
dramatically reduces 1/O operations for high-
frequency workloads where the same keys are
repeatedly modified (e.g., order book updates,
account balances in trading).

For example, if transactions in a block up-
date account balance: $100 — $150 —
$120 — $200, the CLH includes only one entry:
Put (account_balance, $200). The intermedi-
ate values ($150, $120) are never written to the
change log. For a block with 1,000 transactions
touching 100 unique keys, the change log con-
tains at most 100 entries, not 1,000.

Algorithm 6 Change-Log Hash Computation
with Block-Level Aggregation

1: aggregatedChanges < () > Map: key —
final value

2: for all transaction tzn in block do

3: execute txn

4: for all state operation op in txn do

5: record op in aggregatedChanges >
Overwrites previous value

6:

7. hasher < SHA256() > Hash only final
changes

8: for all (key,value) in aggregatedChanges
(sorted by key) do

9: if value is Delete then

10: hasher. WRITE(’D’||key)

11: else

12: hasher. WRITE('P’|| key||value)

13: return hasher.Sum()
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DracoBFT maintains a chained change-log
hash linking finalized blocks:

chainedCLHp = H (chainedCLH,;¢, ||
finalizedCLHp)

where chainedCLH,,, is the chained CLH from
the previous finalized block. This provides fork



Aspect Bitcoin Ethereum Tendermint DracoBFT CLH
State Model UTXO Account (global)  Account (IAVL) Key-value

Block Commitment Tx Merkle only  State root AppHash Change-log hash
What Committed? Transactions Entire state Entire state Modified keys only
Commitment Cost Very low Very high Medium-high Very low

Write Cost/Update Low High (trie rehash) Medium (IAVL) Low (append+hash)
Light Client Support Weak Strong Strong Moderate

State Membership Proofs No Yes (Merkle) Yes (IAVL) No (snapshot-based)
Sync Method Replay chain Trie snapshot TAVL snapshot Snapshot + diffs
High State-Churn Perf Excellent Poor Degrades Excellent
Pipelining w/ Consensus Good Difficult Hard Excellent

Disk I/0 per Block Minimal Heavy (tree) Medium (tree) Minimal (log)
Implementation Complexity Simplest Most complex Moderate Very simple
Security Surface Minimal Large (trie) Medium Minimal

Table 3: Comparison of state commitment approaches. DracoBFT’s CLH sits between Bitcoin’s no-
commitment simplicity and Ethereum/Tendermint’s full-state commitment complexity, optimizing
for high-throughput financial workloads by committing only to state changes.

detection by linking state history across finaliza-
tion boundaries.

Key properties include: (1) O(m) complexity
where m is the number of unique keys modified
per block (not total operations), with m < n
for sparse updates—no tree traversal, no disk
I/O for commitment, (2) block-level aggrega-
tion eliminating redundant hashing when keys
are modified multiple times within a block, (3)
deterministic computation ensuring all nodes
produce identical CLH, (4) consistency check-
ing through proposals including finalized block
CLH, (5) chained hash linking providing histor-
ical state verification across finalization bound-
aries, and (6) delayed reference to finalized state
enabling early detection of state divergence.

4.3.3 Tradeoffs and Limitations

CLH provides substantial performance advan-
tages but trades off certain capabilities of tra-
ditional authenticated data structures:

No Membership Proofs Unlike MPTs or
Sparse Merkle Trees, CLH does not support effi-
cient state membership proofs. Given a CLH,
one cannot prove ”account X has balance B”
without replaying the change log from genesis
or a trusted snapshot. This is acceptable for full

validators (who maintain complete state) but re-
quires additional mechanisms for light clients.

Light Client Protocol Light clients must
rely on validator-signed state snapshots com-
bined with CLH verification:

(1) Obtain trusted snapshot at view v with
CLH,, signed by quorum

(2) Download blocks

Buyit,. ..

subsequent

’ Bcur‘rent

(3) Replay change logs and verify locally com-
puted CLH matches block CLH

(4) Query full validators for specific state values
with trust based on quorum signatures

This approach provides weaker guarantees
than MPT-based light clients (which can ver-
ify individual state queries cryptographically)
but remains practical for financial infrastructure
where full validators maintain authoritative state
and light clients primarily verify chain progres-
sion and finalization.

State Sync Requirements New validators
joining the network must obtain a recent state
snapshot from existing validators, then apply
subsequent change logs. While CLH verification
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ensures snapshot consistency with the canonical
chain, the initial snapshot must be trusted based
on validator quorum signatures. This is a stan-
dard weak subjectivity assumption in PoS sys-
tems.

Design Tradeoff DracoBFT optimizes for
validator-to-validator state verification (high
performance, early fork detection) rather than
client-to-validator state queries (which require
trust or full state). For financial infrastructure
where validators maintain complete state and
users primarily submit transactions rather than
query arbitrary state, this tradeoff is appropri-
ate.

Operation MPT CLH
State update O(nlogn) O(m)
State proof O(logn)  O(m)

Table 4: Complexity comparison where m =
unique keys modified per block, n = total state
size. Block-level aggregation ensures m counts
each key once regardless of modification fre-
quency.

4.3.4 Concrete Performance Comparison

To illustrate the practical impact of block-level
aggregation, consider a common high-frequency
trading scenario: 400 transactions in a block all
modifying the same state variable (e.g., an or-
der book price level or frequently-traded account
balance). Table [5| compares the number of hash
operations required by different state commit-
ment mechanisms.

For order book updates where a single price
level may be modified by hundreds of trades
within a block, this optimization eliminates
99.75% of hashing operations compared to naive
per-operation approaches. For broader work-
loads with multiple hot keys (e.g., 10 frequently-
traded accounts in a 1,000-transaction block),
aggregation reduces hashing from 1,000 opera-
tions to 10, a 100X improvement.

System Granularity Hash Ops

Ethereum MPT Per-tree-node ~4.000
(~10/update)

Tendermint IAVL ~ Per-tree-node ~2,000
(~5/update)

Bitcoin UTXO Per-output 400

Naive CLH Per-operation 400

DracoBFT CLH Per-unique-key 1

Table 5: Hash operations for 400 transactions
modifying a single state key. Ethereum MPT
and Tendermint IAVL rehash tree paths per up-
date. Bitcoin UTXO and naive CLH hash once
per transaction. DracoBFT’s block-level aggre-
gation hashes the key once, providing 400x re-
duction for hot-key trading workloads.

4.4 Weighted Stake-Based Leader Se-
lection

To ensure fairness proportional to validator
stake, DracoBFT implements weighted random
leader selection with epoch-based schedule com-
putation.

Algorithm 7 Weighted Leader Selection
COMPUTELEADERSCHED-

1: procedure
ULE(epochStart)

totalStake < > stake(v)

2 vEvalidators
3 rng <~ NEWRNG (seed = epochStart)
4: for ¢ = 0 to EPOCH_SIZE do
5 randWeight <« rng.NEXT() mod
totalStake
select validator where cumulative
stake > randW eight
7: leader SchedulelepochStart+i] + se-

lected validator

This provides proportional probability (valida-
tor with stake s has probability s/totalStake),
determinism (all validators compute identical
schedule), efficiency (O(n) per epoch), and dy-
namic updates (schedule recomputed on valida-
tor set changes).
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4.5 Deterministic Transaction Order-
ing

To ensure state consistency across replicas, Dra-
coBFT enforces deterministic ordering of trans-
actions within blocks. Transactions are grouped
by action class and ordered lexicographically
by priority tuple (class, timestamp, hash, nonce),
where classes encode coarse global ordering and
timestamps/hashes provide deterministic tie-
breaking.

4.6 State Synchronization with CLH

CLH also underpins an efficient state synchro-
nization mechanism:

(1) A joining node obtains a recent snapshot S,
at view v along with CLH,,.

(2) It verifies snapshot integrity against CLH,,.

(3) It downloads blocks By, ...
applies their change logs.

s Beurrent and

(4) For each block B;, it checks that locally
computed CLH, matches the block’s CLH;.

(5) Once the tip CLH matches the network, the
node switches to live participation.

Because the cost of verification scales with the
number of changes, not the global state size,
state sync remains efficient even for large ledgers.

5 Safety and Liveness Analysis

5.1 Safety Properties

Theorem 5.1 (Agreement). If two honest nodes
finalize blocks B and B’ at the same view v, then
B=DB.

Proof. By quorum intersection, any two quo-
rums of size 2 f+1 intersect in at least one honest
node. For a block B to be finalized at view wv,
we require:

e A quorum certificate QCp for B with 2f+1
votes.

e A child block Bgjq at view v + 1 with
Benila-qc = QC.

e A QC QCg,,, for Behilg with 2f 41 votes.

Similarly for B’. There is exactly one leader
per view (deterministic selection).  Honest
nodes vote at most once per view (enforced by
lastVote). Thus, there can be at most one block
with a valid QC in view v + 1, 80 Behila = Blyiq
and Bepilg.g¢ = Blyyq-9c. Hence QCp = QCp
and B = B'. O

Theorem 5.2 (Total Order). All honest nodes
finalize blocks in the same order.

Proof. Blocks are arranged in a chain indexed
by view numbers. Finalization follows the two-
round rule and always finalizes a parent before
its children. If block B, is finalized before B,,,
then v < w, and the parent-child relationships
enforced by the QC chain guarantee that all hon-
est nodes observe the same prefix of finalized
blocks. O

5.2 Liveness Properties

Theorem 5.3 (Eventual Progress). After GST,
if the leader for some view v is honest, then some
block will be finalized within bounded time.

Proof. After GST, message delays are bounded
by A:

(1) An honest leader for view v collects 2f + 1
NEWVIEW messages within time A.

(2) The leader proposes a block; replicas receive
and verify it within time A.

(3) Replicas send VOTE messages; the next
leader collects 2f + 1 votes within time A.

(4) The next leader proposes a block embedding
the QC; the corresponding parent block is
finalized under the commit rule.

Thus, progress is guaranteed within O(A) af-
ter an honest leader is elected post-GST. O
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Theorem 5.4 (Two-Round Fast Path). In the
optimistic case (honest leaders and synchronous
network), a block is finalized in two rounds (2A
time).

Proof. In the optimistic case:

e Round 1 (A): The leader proposes, and all
replicas receive and vote.

e Round 2 (A): The leader of view v + 1 col-
lects votes, forms a QC, and proposes a child
block referencing the QC.

The QC in the second proposal meets the two-
round commit rule and finalizes the parent block.
Total time is approximately 2A, compared to 3A
for standard HotStuff. O

6 Performance Evaluation

6.1 Theoretical Analysis
6.2 Expected Performance

The implementation with 4-10 validators targets
sub-second finality. Importantly, application-
specific execution (order matching, state up-
dates) is expected to dominate total latency, not
consensus overhead. The consensus protocol it-
self (network propagation, vote collection, CLH
computation) contributes a relatively small frac-
tion of end-to-end latency, validating the effi-
ciency of the Fast-HotStuff two-chain approach
and CLH mechanism.

6.3 Scalability Analysis

Performance scales approximately linearly with
validator count, with network propagation and
vote collection being the primary scaling fac-
tors. CLH provides significant advantages for
large state sizes: for workloads where m <
n (the number of state changes per block is
much smaller than total state size), CLH’s O(m)
complexity substantially outperforms traditional
O(nlogn) Merkle Patricia Trie computations.

7 Implementation Architecture

DracoBFT is implemented with a modular archi-
tecture separating concerns across multiple com-
ponents: a consensus module implementing the
core Fast-HotStuff protocol, a blockchain module
managing block storage and finalization, a pace-
maker handling view transitions and timeouts, a
message hub for network communication, and a
global event manager coordinating auxiliary op-
erations.

The architecture follows a clean separation be-
tween consensus (ensuring agreement on trans-
action order) and execution (computing state
transitions deterministically). This separation
allows the consensus layer to remain application-
agnostic while enabling specialized optimizations
in the execution layer.

8 Formal Verification

DracoBFT includes a complete formal specifica-
tion in Quint, a specification language for dis-
tributed protocols that enables executable spec-
ifications and formal verification through simu-
lation and model checking.

8.1 Specification Overview

The formal specification comprises:

e Core specification: Consensus protocol
with 23 state variables and 17 actions

e Type definitions: Blocks, quorum cer-
tificates, timeout certificates, and message

types

e Properties: 37 formal safety and liveness
invariants

e Test suite: 244 comprehensive tests across
9 categories

8.2 State Variables and Actions

The specification models 23 state variables in-
cluding:
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Protocol

Optimistic Path  View-Change

State Commitment

PBFT 3A
HotStuff (3-chain) 3A
Tendermint 3A
DracoBFT 2A

O(n?) msgs O(n)
O(n) msgs O(nlogn)
O(n?) msgs O(nlogn)
O(n) msgs O(m)

Table 6: Protocol comparison showing DracoBFT’s Fast-HotStuff 2-chain latency, linear view-
change, and CLH commitment where m < n.

Operation DracoBFT  HotStuff PBFT
Normal-case consensus O(n) O(n) O(n?)
View change O(n) O(n) O(n?)
State commitment O(m) O(nlogn) N/A
Vote aggregation O(1) QC  0O(1) QC  O(n) sigs

Table 7: Complexity comparison (m = state changes, n = validators).

validatorViews: Current view for each

validator

highQCs, highTCs: Highest known certifi-
cates

blocks, finalizedBlocks: Blockchain

state

votesForBlock, timeoutsForView: Vote

and timeout tracking

validators, validatorStakes,
totalStake: Validator set management

globalEventQueue,
receivedGlobalEvents: Global event
management

epochLeaders, currentEpoch: Weighted

leader selection

The protocol is modeled through 17 actions:

propose, receiveProposal,
receiveVote: Normal operation

localTimeout, receiveTimeout: View
changes
addValidator, removeValidator: Dy-

namic validator set

e recomputeLeaderSchedule: Weighted
leader rotation

e byzantineEquivocate,
byzantineDoubleVote: Byzantine be-

havior modeling

8.3 Verified Safety Properties

The specification proves the following safety
properties through 244 tests:

1.
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. View Monotonicity:

Agreement: No two validators finalize
conflicting blocks at the same view

. Chain Validity: All finalized blocks form

a valid chain from genesis

. QC Validity: Every QC references an ex-

isting block

. Block Validity: Block QCs properly refer-

ence parent blocks

. Finalization Safety: Finalized blocks sat-

isfy two-chain rule

Validator views
never decrease

Leader Validity: Only designated leaders
can propose



8. Vote Rule Compliance: Validators only
vote for valid blocks

8.4 Test Suite Organization

The 244 tests are organized into 9 categories
covering safety properties, Byzantine adversarial
scenarios, protocol features, progress guarantees,
long executions, catch-up and recovery, Byzan-
tine threshold violations, view transitions, and
block height progression.

Category Tests
Safety 18
Byzantine 29
Features 50
Liveness 27
Stress 39
Catch-Up 20
Disagreement 15
View Switching 21
Height Progression 25
Total 244

Table 8: Comprehensive test suite organization.

8.5 Verification Workflow

Algorithm 8 Verification Process

1: Type-checking: Verify specification is well-
typed

Simulation: Run 50,0004+ random execu-
tions per test

: Invariant checking: Verify safety proper-
ties hold in all states

Scenario testing: Test specific protocol
scenarios (catch-up, timeouts, Byzantine)
Negative testing: Verify agreement fails
when f > n/3 (disagreement tests)

The test suite includes comprehensive cover-
age of Byzantine scenarios including equivoca-
tion, catch-up after missed decisions, disagree-
ment scenarios violating Byzantine threshold as-
sumptions, multi-round view transitions, and
height progression testing.
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The formal specification directly maps to
the implementation, with specification actions
(propose, receiveProposal, receiveVote) corre-
sponding to concrete methods in the consensus,
blockchain, and validator management modules.

8.6 Confidence Assessment

The formal specification provides high confi-
dence for production deployment through exten-
sive testing with random sampling. The verifi-
cation accounts for standard assumptions includ-
ing eventual message delivery under partial syn-
chrony, fairness in action scheduling, and stan-
dard cryptographic primitives (collision-resistant
hashes, unforgeable signatures).

9 Security Analysis

9.1 Attack Vectors

Long-Range Attacks Adversaries might at-
tempt to create an alternative history far in
the past. DracoBFT mitigates this via weak
subjectivity checkpoints every K blocks (e.g.,
K =10,000).

Censorship Attacks A Byzantine leader may
censor transactions. View timeouts ensure leader
rotation within bounded time, limiting censor-
ship duration for any single leader.

State-Sync Attacks Adversaries could sup-
ply invalid state during sync. CLH verification
ensures that only state consistent with a valid
sequence of blocks and change logs is accepted.

9.2 Rational Adversary Analysis and
Slashing Mechanisms

We analyze attack incentives through a game-
theoretic model to demonstrate that slashing
provides effective deterrence against rational
Byzantine behavior.

9.2.1 Attack Payoff Model

Consider a Byzantine validator with stake S con-
templating a protocol violation. The validator



faces a decision: execute the attack or behave
honestly. Let P denote the profit from a success-
ful attack (e.g., double-spending, front-running
via censorship, extracting MEV through equiv-
ocation). The probability of attack detection is
p, determined by cryptographic verification and
peer monitoring mechanisms.
The expected payoff from attack is:

E[ﬂ-a‘ntack] =P- (1 - p) -5 Yy (5)

The first term represents expected profit: the
attacker gains P if the attack succeeds (probabil-
ity 1 — p). The second term represents expected
penalty: the attacker loses stake S if caught
(probability p). A rational validator attacks only
if expected payoff is positive.

The attack is deterred when:

P
E[ﬂ'attack] <0 = S> 5

(6)

This inequality reveals the critical relation-
ship: slashing amount S must exceed the ra-
tio of attack profit P to detection probability p.
High detection probability (cryptographic veri-
fication) or large stake requirements (economic
security) both contribute to deterrence.

9.2.2 Detection
coBFT

Probability in Dra-

DracoBFT achieves high detection probability
p =~ 1 through multiple mechanisms:

Cryptographic Verification Core consensus
violations (equivocation, invalid QCs, incorrect
block extensions) are detected with certainty
through signature verification and quorum cer-
tificate validation. A validator cannot equiv-
ocate without producing conflicting signatures,
which serves as cryptographic proof of misbehav-
ior. Thus p =1 for consensus-layer attacks.

zkTLS Proof Verification For auxiliary ver-
ification loops, validators provide zkTLS proofs
of external service responses. These proofs are
cryptographically verifiable: either the proof cor-
rectly demonstrates the claimed API response,
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or it fails verification. Validators cannot forge
valid proofs for false claims without breaking
underlying cryptographic assumptions (TLS sig-
natures, zero-knowledge soundness). Detection
probability p &~ 1 — e where € is negligible (cryp-
tographic security parameter).

For privacy-sensitive API calls (e.g., user au-
thentication, payment verification), the proxy-
based zkTLS approach employs an opaque proxy
architecture that provides strong security guar-
antees without compromising user privacy [30,
35]. The opaque proxy operates as follows:

1. End-to-End TLS Encryption: The
client device and target HT'TPS server es-
tablish a TLS session with encryption keys
known only to them. The proxy handles en-
crypted traffic but cannot access TLS pri-
vate keys, making plaintext data inaccessi-
ble.

. Pass-Through Operation: Unlike tradi-
tional proxies that terminate TLS sessions,
the opaque proxy forwards encrypted pack-
ets without decryption. The proxy observes
the TLS handshake and encrypted traffic
but cannot derive session keys due to Diffie-
Hellman key exchange properties.

Certificate Validation: The proxy veri-
fies the server’s SSL/TLS certificate against
the claimed domain and trusted Certificate
Authorities, protecting against man-in-the-
middle attacks while maintaining data con-
fidentiality.

Cryptographic Non-Tampering Proof:
The client generates a zero-knowledge proof
demonstrating: (1) possession of the shared
key that correctly decrypts the observed
encrypted response, and (2) the decrypted
content matches claimed data. The proxy
provides cryptographic attestation that it
witnessed the encrypted traffic from the ver-
ified server, while the ZK proof ensures
the client correctly decrypted it without re-
vealing the session key or sensitive creden-
tials [36].



5. Integrity Without Privacy Violation:
This architecture ensures the proxy can at-
test to traffic integrity (the encrypted re-
sponse came from the claimed server) with-
out accessing sensitive data (login creden-
tials, access tokens, personal information).
The formal security analysis in [36] proves
this approach achieves both data integrity
and privacy preservation, making it suitable
for production deployment at scale.

This opaque proxy model is particularly crit-
ical for Hotstuff L1’s validator-gateway archi-
tecture, where validators must verify user au-
thentication proofs from services like Bridge.xyz
and Avenia.io without gaining access to user cre-
dentials or session tokens. The cryptographic
guarantees ensure validators can trustlessly ver-
ify payment authorizations and identity attes-
tations while preserving end-to-end privacy be-
tween users and external services.

CLH Validation State divergence is detected
through Change-Log Hash comparison. If a val-
idator proposes a block with incorrect state tran-
sitions, the CLH computed by other validators
will differ, immediately revealing the discrep-
ancy. Since CLH computation is deterministic
(given the same transaction sequence and initial
state), detection is certain: p = 1 for state ma-
nipulation attempts.

Peer Monitoring Validators monitor each
other’s behavior: downtime, slow responses, fail-
ure to provide required proofs. While not cryp-
tographically verified, persistent poor behavior is
observable by the network and can trigger repu-
tation penalties or reduced routing weight, cre-
ating reputational costs beyond direct slashing.

9.2.3 Stake Requirements and Attack
Deterrence

Given p =~ 1 for most attacks, the deterrence
condition simplifies to S > P: stake must ex-
ceed attack profit. DracoBFT implements stake
requirements proportional to validator responsi-
bilities:

Base Consensus Stake All validators must
stake minimum S,i, to participate in consensus,
ensuring basic security against consensus-layer
attacks. This deters small-scale attacks where
P < Shin.

Service Provider Stake Validators provid-
ing auxiliary services (user onboarding, payment
processing) must stake additional Sservice Pro-
portional to the number of onboarded users and
transaction volumes they handle. This ensures
S > P for service-specific attacks (e.g., provid-
ing false payment authorization proofs, incorrect
identity verification). As a validator’s service
volume grows, so does their required stake, main-
taining the deterrence inequality.

Dynamic  Slashing Amounts Slashing
penalties are calibrated to attack severity.
Minor infractions (downtime, slow responses)
incur small penalties to avoid over-penalizing
honest validators experiencing technical issues.
Major violations (equivocation, false proofs,
state manipulation) incur full stake slashing (S
lost entirely), ensuring deterrence for high-profit
attacks.

9.2.4 Comparison to Alternative Secu-
rity Models

Table [9] compares detection mechanisms and de-
terrence across different consensus protocols.

Protocol Detection Stake Deter.
Ethereum High Fixed Med.
Tendermint  High Fixed Med.
DracoBFT =1 Prop. High
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Table 9: Security model comparison. DracoBFT
achieves high deterrence through near-certain
detection and proportional stake.

9.2.5 Limitations: Irrational and Nation-
State Adversaries

The game-theoretic analysis assumes ratio-

nal adversaries who maximize expected payoff.



However, some adversaries may act irrationally
or have non-economic motivations:

Irrational Attackers An adversary may at-
tack despite negative expected value due to
spite, ideology, or errors in judgment. Slash-
ing provides no deterrence against such adver-
saries. However, the protocol tolerates up to
f < n/3 Byzantine validators regardless of ratio-
nality—irrational attacks are contained through
BFT consensus properties rather than economic
incentives alone.

Nation-State Adversaries A well-resourced
nation-state attacker may view stake loss S
as acceptable cost for disrupting the network
or extracting sensitive information. For such
adversaries, P (geopolitical advantage, intelli-
gence gathering) may far exceed S (economic
stake).  While economic incentives fail here,
cryptographic security and consensus fault toler-
ance still apply: a nation-state attacker control-
ling < f validators cannot violate safety prop-
erties (finalization, state consistency) and can
only censor transactions temporarily (until view
change).

The protocol combines both incentive mecha-
nisms (slashing deters rational adversaries) and
cryptographic security (BFT consensus toler-
ates irrational or highly-motivated adversaries),
providing defense-in-depth rather than relying
solely on economic assumptions.

9.3 Network Partition Tolerance

Under a network partition:

e The minority partition cannot gather 2f 41
votes and thus halts, preserving safety.

e The majority partition continues operation.

e Once the partition heals, the minority uses
the state-sync protocol (driven by CLH) to
catch up to the canonical tip.
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9.4 Formal
tions

Verification Considera-

Key candidates for formal specification and ver-
ification include:

e The two-round finality rule,

e CLH construction and collision assump-
tions,

e View-change termination conditions,

e State-sync invariants and safety.

10 Related Work

10.1 BFT Consensus Protocols

PBFT [2] provided the first practical BET pro-
tocol but with O(n?) communication complexity.
Tendermint [3] achieves instant finality through
a 3-phase commit (prevote, precommit, com-
mit) but requires O(n?) communication for view
changes.

HotStuff [I] introduced the 3-chain finality
rule with linear view-change complexity, signifi-
cantly improving on PBFT’s quadratic commu-
nication. Fast-HotStuff reduces this to a 2-chain
rule under the standard n > 3f + 1 assump-
tion: a block is finalized when it has a certified
direct child. DracoBFT implements Fast-
HotStuff with additional optimizations for fi-
nancial workloads.

Recent work has explored modified trust as-
sumptions to achieve even lower latency. Un-
der the stronger assumption that n > 5f +
1, protocols can achieve 1-round finality for
the optimistic path. Recent examples include
ChonkyBFT [20], Kudzu [I7], Alpenglow [18],
Hydrangea [19], and Minimmit [I6], each explor-
ing different tradeoffs between quorum sizes for
view progression versus transaction finalization.
These approaches can reduce view latency by 20-
25% compared to standard 2-chain protocols by
allowing view progression on smaller quorums.

Sync HotStuff [5] studies synchronous variants
achieving improved latency bounds. Other pro-
tocol families such as HoneyBadgerBFT [9] and



Dumbo [I0] target fully asynchronous settings,
trading latency for stronger liveness guarantees.

Narwhal and Tusk [I1] decouple data availabil-
ity from consensus ordering. This approach is
complementary to DracoBFT’s architecture and
could be integrated for improved throughput un-
der high network load.

10.2 State Commitment Mechanisms

State commitment approaches vary significantly
across blockchain systems. Ethereum wuses
Merkle Patricia Tries [I4] incurring O(nlogn)
costs for global state updates. Sparse Merkle
Trees (e.g., in Libra/Diem [6]) optimize proof
sizes but still require global updates. Vector
commitments offer constant-size proofs but often
remain impractical for large, frequently updated
states.

Tendermint uses an application hash [3], a
Merkle root over application state computed by
the state machine implementation. While this
provides flexibility (each application chooses its
commitment scheme), it typically defaults to
computing Merkle trees over all state, resulting
in O(nlogn) complexity. Bitcoin uses a sim-
pler approach, committing only to the UTXO
set through a Merkle root in each block, but this
still requires O(n) computation where n is the
number of unspent outputs.

DracoBFT’s chained CLH differs fundamen-
tally: it commits only to state changes (O(m)
where m is the number of unique keys modi-
fied per block), not the entire state (O(n) or
O(nlogn)). Block-level aggregation further op-
timizes this: if 400 transactions in a block mod-
ify the same key, CLH hashes it once (final
value), not 400 times. For workloads where
m < n (sparse updates) and keys are frequently
re-modified within blocks (trading, order books),
this provides substantial advantages over per-
operation hashing. The chaining across finalized
blocks adds fork detection capability absent in
traditional approaches. This makes CLH par-
ticularly suited to deterministic state machines
with dense transaction processing but sparse
state updates, typical of financial infrastructure.
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10.3 Multi-Instance Consensus Sys-
tems
Cosmos IBC, Polkadot parachains, and

Avalanche subnets [12] all support multiple
consensus instances or heterogeneous chains.
DracoBFT’s global event management provides
tighter integration within a single validator set
and execution environment while maintaining
modularity for auxiliary operations.

11 Future Work

11.1 Protocol Enhancements

e Modified Trust Assumptions: Recent
protocols [16, 17, 18, M19] explore n >
5f + 1 assumptions enabling 1-round op-
timistic finality and reduced view latency
through smaller quorums for view progres-
sion. These approaches could reduce con-
sensus overhead by 20-25%. However, in
DracoBFT’s current deployment, applica-
tion execution dominates end-to-end la-
tency rather than consensus overhead, mak-
ing such optimizations lower priority un-
til execution performance improves. Future
work may revisit these approaches once con-
sensus becomes the bottleneck.

e VRF-Based Leader Selection: Replace
deterministic weighted random selection
with Verifiable Random Functions for im-
proved randomness and resistance to leader
prediction attacks.

e Dynamic Block Sizing: Implement adap-
tive block size and gas limits based on net-
work congestion and validator performance
metrics.

e Parallel Execution: Explore optimistic
parallel transaction execution with con-
flict detection and rollback for improved
throughput.

e State Pruning: Implement efficient state
pruning strategies compatible with chained
CLH commitments for long-running deploy-
ments.



11.2 Scalability Extensions

e Dual-Block Architecture: Implement

heterogeneous block types with different
throughput characteristics, similar to sys-
tems that decouple block frequency from
block size [23]. DracoBFT could drive sep-
arate fast blocks (high frequency, low gas
limit) and slow blocks (lower frequency, high
gas limit) through independent mempools
while maintaining unified finalization. This
would allow simultaneous optimization for
time-to-confirmation and transaction com-
plexity.

EVM Chain Integration: Extend Dra-
coBFT to drive EVM-compatible chains
through integration with modular execution
clients such as Reth [24] or Geth using the
Engine API specification. The chained CLH
mechanism could replace traditional Merkle
Patricia Trie state commitments in EVM
chains, providing O(m) state verification for
Ethereum-compatible networks.

Sharded Consensus: Extend global event
management architecture to coordinate con-
sensus across multiple shards with atomic
cross-shard transactions.

Data Availability Layer: Integrate Nar-
whal/Tusk or similar data availability pro-
tocols to decouple transaction dissemination
from consensus ordering.

Validator Rotation: Implement smooth
validator rotation with overlap periods to
maintain liveness during validator set tran-
sitions.

Light Client Support: Develop efficient
light client protocols leveraging chained
CLH for state verification without full block
history.

11.3 Trustless Cross-Chain Opera-

tions

e zkTLS-Based Oracle Feeds: Expand

auxiliary verification loops to support zk-
TLS proofs [21] for trustless verification of
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e Slashing Conditions:

off-chain data sources. This enables integra-
tion of traditional APIs (price feeds, identity
verification, real-world data) without trust-
ing intermediaries beyond standard TLS se-
curity assumptions. Current zkTLS imple-
mentations are limited to HT'TPS request-
response patterns and do not support Web-
Socket connections or webhook callbacks,
which are core to many traditional finan-
cial service platforms. Future work should
extend zkTLS techniques to these communi-
cation patterns to enable broader TradFi in-
tegration (e.g., real-time market data feeds,
payment notification webhooks, streaming
price updates).

ZK Execution Proofs for Cross-Chain
State: Implement zero-knowledge proofs
of EVM contract execution [22] for trust-
less verification of actions on external
blockchains. This provides full trustlessness
for bridge operations, eliminating reliance
on trusted relayers or multisig bridges.

Recursive Proof Aggregation: Explore
techniques for aggregating multiple external
chain proofs into single verification trans-
actions, amortizing proof verification costs
across many cross-chain operations.

Proof Verification Marketplace: Design
mechanisms for distributed proof generation
and verification, allowing specialized nodes
to generate proofs off-protocol while valida-
tors verify them within auxiliary consensus
loops.

11.4 Security Improvements

e Post-Quantum Cryptography: Transi-

tion to quantum-resistant signature schemes
(e.g., Dilithium, SPHINCS+) for long-term
security.

e TEE Integration: Utilize Trusted Execu-

tion Environments for secure key manage-
ment and fast signature verification.

Implement on-
chain slashing for provable Byzantine be-



havior (equivocation, double-voting) with 12 Conclusion

stake penalties.
DracoBFT is a production-ready Fast-HotStuff

e Network-Level Protection: Add Eclipse implementation optimized for high-performance
attack resistance and DDoS mitigation financial infrastructure, achieving sub-second fi-
strategies. nality while maintaining strong safety guaran-

tees through extensive formal verification. The
11.5 Formal Verification Extensions protocol makes four major contributions:

While DracoBFT already includes 244 compre-

) ; e Trustless Auxiliary Verification: Mod-
hensive tests, future work includes:

ular architecture for trustless verification of

e Exhaustive Model Checking: Use

Apalache for bounded model checking of
deeper state spaces (currently limited to
simulation).

Liveness Verification: Formal proof of
liveness properties under fairness assump-
tions using temporal logic.

Implementation Verification: Explore
verified implementation approaches (e.g.,
using Dafny or Coq) to link code directly
to specification.

Byzantine Fault Injection: Systematic
testing of Byzantine scenarios in staging en-
vironments with controlled fault injection.

11.6 Performance Optimizations

e Batched Signature Verification: Aggre-
gate BLS signatures or use batched ECDSA
verification for faster QC validation.

Pipelined Execution: Overlap block ex-
ecution with consensus for reduced latency
(execute block n + 1 while finalizing block

Optimized Storage: Implement column-
family based storage layout and compres-
sion for reduced I/O overhead.

SIMD Acceleration: Utilize CPU SIMD
instructions for cryptographic operations
and state hashing.

external state through zkTLS proofs (for off-
chain API data) and zero-knowledge execu-
tion proofs (for on-chain state from other
blockchains). This enables trustless bridges,
verifiable oracle feeds, and authenticated
API integrations without relying on trusted
intermediaries, with atomic state transitions
maintained on finalization.

e Chained Change-Log Hash Commit-
ments: State commitment with O(m) com-
plexity replacing O(nlogn) Merkle Patricia
Trie computations, where m is the number
of unique keys modified per block and n
is total state size. Block-level aggregation
hashes each key once per block regardless of
modification frequency, eliminating redun-
dant I/O for high-frequency trading work-
loads. The chained CLH links finalized state
across blocks, enabling early fork detection
and historical state verification. For work-
loads where m < n, CLH provides substan-
tial performance improvements.

o Fast-HotStuff 2-Chain Implemen-
tation: Implementation of the Fast-
HotStuff 2-chain finality rule with vote rule
block.view == block.qc.view + 1, where
finalization occurs when a block has a
certified direct child.

e Weighted Stake-Based Leader Se-
lection: Deterministic weighted random
leader selection with epoch-based computa-
tion, ensuring fairness proportional to val-
idator stake.
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12.1 Formal Verification Achievement

The protocol includes a complete formal spec-
ification with 37 safety and liveness properties
verified through 244 comprehensive tests across
9 categories, providing high confidence for pro-
duction deployment.

12.2 Planned Deployment

DracoBFT is designed for deployment as the
consensus layer for Hotstuff L1, a DeFi-focused
Layer 1 blockchain that combines a high-
performance on-chain order book with a pro-
grammable financial routing layer. In this
planned deployment, validators will function as
last-mile gateways providing verified access to
trading venues, payment processors, and fiat
conversion services.

The architecture positions Hotstuff L1 as a
purpose-built chain where validators act as per-
missioned financial service providers. Rather
than serving only as block validators, nodes will
opt-in to provide verified access to external finan-
cial services, with the auxiliary verification loops
ensuring service delivery through cryptographic
proofs. This validator-as-gateway model will en-
able the chain to function as a routing layer
matching users to appropriate service providers
based on stake, performance history, geographic
coverage, and quality-of-service metrics.

The implementation targets sub-second final-
ity with linear scalability across validator set
sizes. Critically, application-specific execution
(order matching, position updates, state tran-
sitions) is expected to dominate end-to-end la-
tency rather than consensus overhead, validat-
ing the protocol’s efficiency. CLH computa-
tion scales with the number of state changes
rather than total state size, providing substantial
performance advantages for sparse-update work-
loads.

The planned deployment in Hotstuff L1 will
validate DracoBFT’s suitability for financial
infrastructure where deterministic execution,
trustless external verification, and validator ser-
vice provision are critical requirements.
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12.3 Future Directions

Potential enhancements include exploring mod-
ified trust assumptions (n > 5f + 1) for re-
duced view latency once application execution
is optimized, expanding auxiliary verification
loops to support broader zkTLS and ZK execu-
tion proof systems for trustless cross-chain op-
erations, integrating data availability layers for
improved throughput, implementing VRF-based
leader selection, and adopting post-quantum
cryptographic schemes for long-term security.
DracoBFT demonstrates that Fast-HotStuff
can be effectively implemented for financial in-
frastructure, achieving both the theoretical guar-
antees of BFT consensus and the practical per-
formance requirements of high-frequency trading
systems. The combination of formal verification
and production deployment validates both theo-
retical correctness and real-world feasibility.
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A Change-Log Hash Specification

A.1 Running Hash Computation

The change-log hash is computed as a running SHA256 hash over all state operations during block
execution:

Algorithm 9 CLH via Running Hash
1. hasher < SHA256()
2: for all state operation op during block execution do
3: if op = Put(key,value) then
4 hasher. WRITE('P’|| key||value)
5 else if op = DELETE(key) then
6: hasher.WRITE(’'D’|| key)
T

return hasher.SuM() as finalized CLH

A.2 Chained Hash Computation

The chained change-log hash links consecutive finalized blocks:

Algorithm 10 Chained CLH Computation
1. procedure COMPUTECHAINEDCLH (prevBlock)
2: hasher <~ SHA256()
3: hasher. WRITE(prevBlock.chainedC LH)
4.
5

hasher. WRITE(prevBlock. finalizedC LH )
return hasher.Sum()

This chaining provides: (1) historical state linking across finalization boundaries, (2) early fork
detection when validators have divergent finalized state, and (3) efficient verification that all an-
cestors share consistent state history.

B Formal Specification Overview

The formal specification models the protocol through state variables (validator views, certificates,
blockchain state, global events) and actions (propose, vote, timeout, validator management, Byzan-
tine behavior). The specification includes formal safety and liveness invariants covering agreement,
chain validity, finalization safety, view monotonicity, leader validity, and vote rule compliance.

The comprehensive test suite provides coverage across core safety properties, Byzantine adver-
sarial scenarios, protocol features, progress guarantees, catch-up and recovery, Byzantine threshold
violations, view transitions, and block height progression.
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